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Data Attacks:

An attempted crypto analysis is known as an attack. The level of information that
decoder is able to extract from the cryptosystem and can be divided into five ways of
decryption which are as follows:

Cipher text only attack: The crypto analyst has cipher text of several messages
and all of which were encrypted using the same encryption algorithm. Then job is
to recover the plain text or the key used to encrypt the messages. So, to decrypt
other part of messages encrypted with the help of same keys.

Known Plaintext attack: Crypto analysts seek the possession of pairs of known
plain text and cipher text. Then job is to hold the key used to encrypt the messages
or an algorithm to decrypt messages.

Chosen Plaintext Attack (CPA): Crypto analyst not only hold the cipher text but
also some parts of chosen plain text. Intruder is identified to be placed at encryption site
to do the attack.

Chosen cipher text attack (CCA): In this crypto analyst hold the possession of
chosen cipher text and plain text being decrypted from the private key. However,
it only has access to an encryption machine.

Cryptanalysis of Caesar Cipher

If it is known that a given ciphertext is a Caesar cipher, then a brute-force
cryptanalysis is easily performed. A brute-force attack involves systematically checking
all possible keys until the correct key is found. Simply try all the 25 possible keys. In this

case, the plaintext leaps out as occupying the third line.
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Three important characteristics of this problem enabled us to use a brute-force

cryptanalysis:

1. The encryption and decryption algorithms are known.
2. There are only 25 keys to try.

3. The language of the plaintext is known and easily recognizable.



