
 

Knapsack Encryption Algorithm 

The Knapsack Encryption Algorithm, also known as the Merkle-Hellman 

Knapsack cryptosystem, was developed by Ralph Merkle and Martin Hellman in 

1978. This groundbreaking algorithm emerged during the early days of public key 

cryptography and quickly gained popularity as an innovative method for secure 

communication. At that time, it was understood a major advancement in 

cryptography due to its asymmetric-key nature – a technique that requires two 

separate keys for encryption and decryption. 

How it works? 

The Knapsack Encryption Algorithm is an asymmetric-key cryptosystem that 

requires two different keys for communication: a public key and a private key. The 

process of encryption involves the conversion of the message (plaintext) into an 

unreadable form using the public key, while decryption is done using the 

corresponding private key to retrieve the original plaintext. 

The main concept behind the algorithm is to transform a message or the information 

into a series of many bits which are then multiplied with another sequence generated 

from super-increasing integers. This produces an encrypted code, which can only be 

deciphered by someone who knows how to reverse-engineer these calculations using 

their knowledge of prime factors or other cryptographic techniques, only possible 

with possession or knowledge of the private key. 

One advantage of Knapsack Encryption is its ability to perform quick computations 

compared to other encryption methods like RSA without compromising data 

security. However, one disadvantage is its vulnerability when used alone since it has 

fallen out favor as encryption standards have evolved over time. 

 

 

 



 

 

Ex1: try to encrypt the messages 0100, 1011,1010, 0101 

S={1, 2, 3,9}, r=15, q=17, m=4 

P=message 

H=hard Knapsack 

Sul: 

Ki= wi * r mod q     for Encryption 

1* 15 mod 17=15 

2* 15 mod 17=13 

4* 15 mod 17=9 

9* 15 mod 17=16 

H= {15, 13, 9, 16} hard Knapsack 

0100 * 15, 13, 9, 16= 13 

1011 * 15, 13, 9, 16= 40 

1010 * 15, 13, 9, 16= 24 

0101 * 15, 13, 9, 16= 29 

Encryption messages= {13, 40, 24,29} 

Decrypt the message 

c- = c * r-1 mod q   for Decrypt 

r-1= 15-1 mod 17 =8 

r-1=8 

13 * 8 mod 17 = 2 {0100}={1,2,4,9} 

40 * 8 mod 17 = 14 {1011}={1,2,4,9} 



 
24 * 8 mod 17 = 5 {1010}={1,2,4,9} 

29 * 8 mod 17 = 11 {0101}={1,2,4,9} 

Comparison to other Encryption Algorithms 

Knapsack encryption algorithm, being one of the earliest public key cryptosystems, 

offers some unique features compared to other encryption algorithms. Here's a 

comparison table to give you a clear understanding of how knapsack encryption 

stands against other popular encryption methods − 

Encryption 

Algorithm 

Key Type Security Speed Applications 

Knapsack 

Encryption 

(Merkle-

Hellman) 

Asymmetric Strong in its time, but 

now considered 

vulnerable due to LLL 

Algorithm 

Slower than 

symmetric 

algorithms 

Limited due to security 

concerns; historical 

interest 

RSA 

Asymmetric Secure for large key 

sizes and proper 

implementation 

Slower compared to 

symmetric 

algorithms 

Wide range of 

applications, including 

SSL/TLS, email 

encryption, and digital 

signatures 

DES 

Symmetric Weak due to small key 

size and susceptibility 

to brute force attacks 

Faster than 

asymmetric 

algorithms, but 

slower than 

alternatives like AES 

Historical interest, 

largely replaced by AES 

and other secure 

algorithms 

This table shows that while the knapsack encryption algorithm was revolutionary 

in its time, it has been surpassed by other encryption methods such as RSA and 

AES in terms of security, speed, and application. Nonetheless, understanding 



 

knapsack encryption remains essential for those interested in the history and 

development of cryptography. 

 

 


