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About

The Department of Cybersecurity Engineering Technologies at the Technical Engineering College
— Al-Mustagbal University of Iraq is aspecialised academic unit dedicated to studying and applying
advanced methods for securing information systems and digital infrastructures. With the rapid ex-
pansion of electronic services and reliance on digital environments across all sectors, the demand
for professionals capable of addressing cyber threats and safeqguarding critical data has become
.increasingly essential

The department prepares engineers with strong expertise in cyber defense, threat analysis, and se-
curity architecture, enabling them to design and implement effective solutions using modern tools
.and technologies

The academic programme integrates theoretical foundations with hands-on practical training,
allowing students to understand key cybersecurity conceptis and apply them in realistic scenarios.
The department also focuses on developing students’ analytical and critical thinking skills, em-
powering them to protect complex systems and ensure the reliability and security of digital opera-
tions

Furthermore, the depariment collaborates with governmental agencies, industry partners, and
academic institutions to strengthen national cybersecurity capabilities and graduate highly quali-
fied professionals who are prepared to meet the rapid advancementis in the field
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Vision

To prepare distinguished, innovative, and ethically responsible professionals with advanced scien-
tific and technical competencies in cybersecurity engineering capable of adapting to evolving te-
.chnologies and providing practical engineering solutions that serve society
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Mission

To graduate skilled technical engineers with strong academic and professional capabilities in cy-
bersecurity technologies by providing a modern learning environment and specialised faculty,
enabling them to advance in higher education, succeed in professional practice, and contribute
..effectively within multidisciplinary teams
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Objectives

Apply engineering principles effectively to solve professional problems related to the design, -
protection, and maintenance of cybersecurity systems while considering ethical. social. and envi-
.ronmental implications

Enhance students’ ability to communicate effectively with diverse and international audiences, -«
collaborate within multifunctional teams, and assume leadership roles that meet employer expec-
ations

Promote continuous engagement in professional and technical development to keep pace with -
.advancements in cybersecurity
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Learning Outcomes, Teaching, Learning and Assess-
ment Methods

A. Knowledge and Understanding

:Graduates are expectedto

Apply advanced knowledge in cybersecurity, network security, cryptography, ethical hacking, and
.digital forensics

Demonstrate understanding of professional, ethical, and legal responsibilities in cybersecurity
.practices

Evaluate course outcomes in collaboration with faculty members, cybersecurity professionals, and
.industry stakeholders for continuous improvement

Exhibit leadership skills, ethical conduct, responsibility, and respect for privacy and data protec-
..tion

B. Subject-Specific Skills

:Graduates will be able to

.Work effectively within multidisciplinary cybersecurity and IT teams

.Design, implement, and evaluate secure systems, networks, and cybersecurity solutions
.Analyze cyberthreats and vulnerabilities and apply appropriate defense mechanisms
.Conduct penetration testing, risk assessment, and security auditing

.Use cybersecuritytools to detect, prevent, and respond to cyberattacks

Plan, execute, and manage cybersecurity projects from designto deployment

C. Thinking Skills

:Graduates will demonstrate

.Effective communication with stakeholders in security, military, governmental, and private sectors
.Commitment to continuous learning in the rapidly evolving cybersecurity field

.Awareness of emerging cyber threats, technologies, and global security challenges

Ability to evaluate the impact of cybersecurity solutions on organizations and society

D. General and Transferable Skills

:Graduates will be able to

.Analyze and evaluate systems in relation to information security and risk management

Use modern cybersecurity tools and software to identify vulnerabilities and develop secure solu-
tions

.Present technical cybersecurity concepts clearly to non-technical audiences

.Work efficiently under pressure in high-risk and dynamic environments

Design and conduct security experiments, analyze resulis, and apply engineering judgment in deci-
.Sion-making
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Student Learning Outcomes

The Bachelor of Science in Cybersecurity Engineering program prepares graduates for professio-
.nal careers, higher education, and research in cybersecurity and information security fields

Outcome 1: Secure Systems Development

:Graduates will be able to

Understand, design, and develop secure systems and networks using modern cybersecurity tech-
niques

Outcome 2: Professional Competence

:Graduates will

Compete effectively in the job market and qualify for advanced studies in cybersecurity and related
fields

Outcome 3: Practical and Laboratory Skills

:Graduates will

Perform cybersecurity experiments, simulations, and fieldwork using modern tools while adhering
to safety and ethical standards

Outcome 4: Scientific and Technical Knowledge
:Graduates will
Demonstrate understanding of core cybersecurity principles, theories, and evolving technologies

Outcome S: Data Analysis and Threat Assessment

:Graduates will

Analyze security data, detect threats, and apply analytical techniques forincidentresponse and
prevention

Outcome 6: Critical Thinking and Problem Solving

:Graduates will

Apply critical thinking to identify, analyze, and solve cybersecurity challenges, and contribute to re-
.search and innovation
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Job Opportunities for Graduates

Graduates of the department can work in various sectors including gover-
nment, military, banking. healthcare.telecommunications, and private
.companies, both locally and internationally

:Examplesinclude

Cybersecurity Engineer
Information Security Analyst
Penetration Tester (Ethical Hacker)
Digital Forensics Analyst

Security Operations Center (SOC) Analyst
Network Security Engineer
Cybersecurity Consultant

IT Security Manager

Riskand Compliance Analyst
Malware Analyst

Cloud Security Engineer
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Credits, Grading and GPA

Credits
The Cybersecurity Engineering Techniques program follows the Bologna Process and adopts the

.European Credit Transfer and Accumulation System (ECTS)

.The total number of credits required for graduation is 240 ECTS

.Each academic year consists of 60 ECTS, distributed as 30 ECTS per semester
:ECTS corresponds to approximately 25 hours of student workload. including 1
Lectures and laboratory sessions

Tutorials and practical training

Self-study and assignments

Projects and examinations

This structure ensures alignment with international academic standards and facilitates student

.mobility and credit transfer between universities
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Curriculum/Modules

The Department of Cybersecurity Engineering Technologies

First stage

code Semester Module

UoOMUu0208011 1 Introduction to Information

Syste m

UOMU0208012 Programming Essentials
UOMUO0208013 Fundamental of Electrical Eng
UOMUO0208014 Mathematics 1
UOMUO0208015 Engineering Drawing

UOMUO0000015 Democracy & Human Rights

code Semester Module
UOMU0208021 Digital Logic Design
UOMU0208022 Engineering Workshops
UOMUO0208023 Mathematics 2
uoOMUD0208024 General Physics
UOMU0208025 Ethics for the Information Age
UOMU0000009 Arabic language

UOMU0000003 English language




