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Virtualization at the Edge of the Network:

▰ The virtualization supporting technologies described in previous sections can be
used also in the Edge/Fog servers to provide more scalable, reliable, and
performing services. A general use-case is depicted in Fig 3. The IoT sensors send
the acquire draw data to Edge/Fog servers, instead of sending them to the
cloud, and receive commands (solid lines). These servers are directly connected to
the IoT network gateway (Edge)or somewhere outside the IoT network (Fog), but
geographically close. Virtualization mechanisms are used to ensure the scalability of
the network implementing on-demand services by starting a customized VM or a
container at the time of the request. The servers elaborate and aggregate the
received information, sending results to the cloud if the end-user service is not
locally hosted. End-user applications, installed on smartphones or other client
devices, send requests to Edge/Fog servers (dotted lines), instead of sending them
to the cloud, decreasing the latency and improving the user experience. 2



Virtualization on Edge/Fog Computing Architecture
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What is Fog Computing?

▰ Fog computing is standard that
defines the way edge computing
should work, and it enable the
operation of compute , storage and
networking services between end
devices and cloud computing data
centers
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Characteristics of Fog Computing 

▰ Proximity to end-users, its

▰ Dense geographical distribution

▰ Support for mobility.
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Fog Computing Services cover: 

▰ Applications that require very low and predictable latency.

▰ Geographically distributed applications

▰ Fast mobile applications

▰ Large-scale distributed control systems 
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Need of Fog Computing

• IoT applications generate a large amount of data. This data requires analysis
to make decisions for implementation and to take various actions.

• Transferring this data to the cloud leads to a number of issues, for example,
latency, excessive usage of bandwidth, delay in real-time responses,
centralized location of data, etc.

• To overcome these challenges, faced by IoT applications, in the cloud
environment, the term fog computing was introduced by Cisco in the year
2012.

• It promises to bring computation near to the end devices leading to
minimization of latency and efficient usage of bandwidth.

• With the increase in sensor-based devices, a large amount of data is
generated. This data needs storage as well as processing. Storing the data on
the cloud is costly and it adds to more processing time. It places resources
near to the end devices, decreasing the processing time and saving the cost
also.
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Fog Computing Architecture
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Fig : Overall architecture and 
positioning of fog



Working
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Fig :Layered architecture 
of fog.



Advantages and Disadvantages of Fog Computing

▰ Advantages

1. Low Latency
2. Better Security
3. Reduced Operation 

Cost
4. Scalability
5. Flexibility

▰ Disadvantages
1. Authentication
2. Scheduling
3. Power Consumption
4. Fog Servers
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Comparison Between Fog, Edge Computing 

▰ Edge Computing

▰ Deployed as a traditional data 
center with extended 
capabilities.

▰ Uses an edge server similar 
to a traditional data center 
server. 

▰ It is completely built as new 
system or a mini cloud data 
center. 

▰ Fog Computing

▰ Deployed at the local 
premises of mobile users. 

▰ Virtualized device with build-
in data storage, computing 
and communication facility. 

▰ Can be adapted from existing 
system components 
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COMPARISON BETWEEN FOG, EDGE COMPUTING 

▰ Edge Computing

▰ Edge uses less resources than the
cloud initial overhead to build is
high compared to cloud

▰ Edge server using cloud
technologies and virtualization
used to control edge components.

▰ Allows the mobile network
operators improve existing
services with edge.

▰ Fog Computing

▰ Energy consumption of fog less
than cloud services but overhead
is high compared to cloud.

▰ No central entity controlling the
fog cloud

▰ May not be controlled by
network operators, uses an ad-

hoc distribution.

12



Compared Between Cloud , Fog, Edge Computing
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Applications

▰ Edge 

▰ Healthcare

▰ Traffic Management

▰ Autonomous Vehicles

▰ Agricultural Equipment

▰ Fog

▰ Connected cars

▰ Smart grids and smart 
cities

▰ Real-time analytics
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Applications
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Applications
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