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The Data Encryption Standard (DES). Although numerous symmetric ciphers have
been developed since the introduction of DES, and although it is destined to be
replaced by the Advanced Encryption Standard (AES), DES remains the most
important such algorithm. Furthermore, a detailed study of DES provides an
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understanding of the principles used in other symmetric ciphers.

1. TRADITIONAL BLOCK CIPHER STRUCTURE.1 TRADITIONAL
BLOCK CIPHER STRUCTURE
Several important symmetric block encryption algorithms in current use are based
on a structure referred to as a Feistel block cipher . For that reason, it is important
to examine the design principles of the Feistel cipher. We begin with a comparison
of stream ciphers and block ciphers. Then we discuss the motivation for the Feistel

block cipher structure. Finally, we discuss some of its implications.

Stream Ciphers and Block Ciphers
A stream cipher is one that encrypts a digital data stream one bit or one byte at

a time. Examples of classical stream ciphers are the autokeyed Vigenere cipher
and the Vernam cipher. In the ideal case, a one-time pad version of the Vernam

cipher would be used (Figure 3.7), in which the keystream (k;) is as long as the
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plaintext bit stream (p1). If the cryptographic keystream is random, then this cipher
is unbreakable by any means other than acquiring the keystream. However, the

keystream must be provided to both users in advance via some independent and
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secure channel. This introduces insurmountable logistical problems if the intended
data traffic is very large.

Accordingly, for practical reasons, the bit-stream generator must be implemented
as an algorithmic procedure, so that the cryptographic bit stream can be produced
by both users. In this approach (Figure 4.1a), the bit-stream generator is a key-
controlled algorithm and must produce a bit stream that is cryptographically
strong. That is, it must be computationally impractical to predict future portions of
the bit stream based on previous portions of the bit stream. The two users need
only share the generating key, and each can produce the keystream. A block cipher
is one in which a block of plaintext is treated as a whole and used to produce a
ciphertext block of equal length. Typically, a block size of 64 or 128 bits is used.
As with a stream cipher, the two users share a symmetric encryption key (Figure
4.1b). Using some of the modes of operation explained in Chapter 7, a block cipher

can be used to achieve the same effect as a stream cipher.

Page |4 Study Year: 2025-2026

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr e e g




Al-Mustagbal University
College of Sciences
Intelligent Medical System Department

Ko Bit-stream Kev Bit-stream
( ,\-') generation ( I\'.) generation
algorithm algorithm
ki ki
Plaintext Ciphertext
®) ~(+ (c) ~(+
ENCRYPTION DECRYPTION
(a) Stream cipher using algorithmic bit-stream generator
b bits b bits
—
Key Encryption Key Decryption
(K)="| algorithm (K)™| algorithm
b bits b bits

Figure 4.1

(b) Block cipher
Stream Cipher and Block Cipher
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V)

Far more effort has gone into analyzing block ciphers. In general, they seem

applicable to a broader range of applications than stream ciphers. The vast majority

of network-based symmetric cryptographic applications make use of block ciphers.
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Motivation for the Feistel Cipher Structure
A block cipher operates on a plaintext block of n bits to produce a ciphertext block

of n bits. There are 2" possible different plaintext blocks and, for the encryption to
be reversible (i.e., for decryption to be possible), each must produce a unique
ciphertext block. Such a transformation is called reversible, or nonsingular. The

following examples illustrate nonsingular and singular transformations for n = 2.

Reversible Mapping Irreversible Mapping

Plaintext Ciphertext Plaintext Ciphertext
00 11 00 11
01 10 01 10
10 00 10 01
11 01 11 01

In the latter case, a ciphertext of 01 could have been produced by one of two
plaintext blocks. So if we limit ourselves to reversible mappings, the number of
different transformations is 2"!.1

Figure 4.2 illustrates the logic of a general substitution cipher for n = 4. A 4-bit

input produces one of 16 possible input states, which is mapped by the substitution

cipher into a unique one of 16 possible output states, each of which is represented
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tabulation, as shown in Table 4.1. This is the most general form of block cipher
and can be used to define any reversible mapping between plaintext and ciphertext.
Feistel refers to this as the ideal block cipher, because it allows for the maximum

number of possible encryption mappings.
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But there is a practical problem with the ideal block cipher. If a small block size,
such as n = 4, is used, then the system is equivalent to a classical substitution
cipher. Such systems, as we have seen, are vulnerable to a statistical analysis of
the plaintext. This weakness is not inherent in the use of a substitution cipher but
rather results from the use of a small block size. If n is sufficiently large and an
arbitrary reversible substitution between plaintext and ciphertext is allowed, then
the statistical characteristics of the source plaintext are masked to such an extent

that this type of cryptanalysis is infeasible.
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q plaintext to ciphertext for n = 4. The mapping can be defined by the entries in the
q second column, which show the value of the ciphertext for each plaintext block.
q This, in essence, is the key that determines the specific mapping from among all
q possible mappings. In this case, using this straightforward method of defining the
key, the required key length is (4 bits) * (16 rows) = 64 bits. In general, for an n-
bit ideal block cipher, the length of the key defined in this fashion is n * 2" bits.
For a 64-bit block, which is a desirable length to thwart statistical attacks, the
required key length is 64 * 264 =270 10°! bits.
In considering these difficulties, Feistel points out that what is needed is an
approximation to the ideal block cipher system for large n, built up out of
components that are easily realizable . But before turning to Feistel’s approach, let
us make one other observation. We could use the general block substitution cipher
but, to make its implementation tractable, confine ourselves to a subset of the 2"!
possible reversible mappings. For example, suppose we define the mapping in
terms of a set of linear equations. In the case of n =4, we have
y1 =kix; + kioxe + kisxs + kiax4
y2 =koix; + kooXo + kosxs + Kosxs

y3 = k3ix1 + kaoxp + k3sxs + ksaxy
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yv4 = kaix; + kaaxo + kusxs + kagxy
where the xi are the four binary digits of the plaintext block, the yi are the four
binary digits of the ciphertext block, the kj are the binary coefficients, and

arithmetic is mod 2. The key size is just n,, in this case 16 bits. The danger with
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this kind of formulation is that it may be vulnerable to cryptanalysis by an attacker

that 1s aware of the structure of the algorithm.

The Feistel Cipher
Feistel proposed that we can approximate the ideal block cipher by utilizing the

concept of a product cipher, which is the execution of two or more simple ciphers
in sequence in such a way that the final result or product is cryptographically
stronger than any of the component ciphers. The essence of the approach is to
develop a block cipher with a key length of k bits and a block length of n bits,
allowing a total of 2X possible transformations, rather than the 2n! transformations
available with the ideal block cipher.

In particular, Feistel proposed the use of a cipher that alternates substitutions

and permutations, where these terms are defined as follows:

m Substitution: Each plaintext element or group of elements is uniquely replaced

by a corresponding ciphertext element or group of elements.
Page |10 Study Year: 2025-2026
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m Permutation: A sequence of plaintext elements is replaced by a permutation
of that sequence. That is, no elements are added or deleted or replaced in the
sequence, rather the order in which the elements appear in the sequence is

changed.
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Feistel Cipher Structure The left-hand side of Figure 4.3 depicts the encryption
structure proposed by Feistel. The inputs to the encryption algorithm are a plaintext
block of length 2w bits and a key K. The plaintext block is divided into two halves,
LEO and REO. The two halves of the data pass through n rounds of processing and
then combine to produce the ciphertext block. Each round 1 has as inputs LEi-1
and REi-1 derived from the previous round, as well as a subkey Ki derived from
the overall K. In general, the subkeys K; are different from K and from each other.
In Figure 4.3, 16 rounds are used, although any number of rounds could be
implemented. All rounds have the same structure. A substitution is performed on
the left half of the data. This is done by applying a round function F to the right
half of the data and then taking the exclusive-OR of the output of that function and
the left half of the data. The round function has the same general structure for each
round but is parameterized by the round subkey K;. Another way to express this is

to say that F is a function of right-half block of w bits and a subkey of y bits, which
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produces an output value of length w bits: F(RE;, ki+1). Following this substitution,
a permutation is performed that consists of the interchange of the two halves of the
data.5 This structure is a particular form of the substitution-permutation network

(SPN) proposed by Shannon.
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