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Information security focuses on protecting systems, networks,
and data from unauthorized access, misuse, and attacks.

. Firewalls (network protection)




. Cryptographic systems (data protection)

Asymmetric Encryption

XY

DIFFERENT KEY

PUBLIC KEY SECRET KEY

CIPHER TEXT

Together, they ensure confidentiality, integrity, and secure
communication in modern digital environments.




A [BIEBIEN is a hardware or software-based security system that
monitors and controls incoming and outgoing network traffic
based on predefined security rules.

Public Network

Internet

Dustbin
Secure Private Local Area Network

= Specified Traffic Alowed

Acts as a barrier between trusted internal networks and
untrusted external networks

Filters network traffic

Prevents unauthorized access and cyber attacks

Enforces security policies
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Firewall Conditions

Firewall decisions are based on specific conditions, including:

. Source IP address

. Destination IP address




. Port number (e.g., 80, 443)
. Protocol type (TCP, UDP, ICMP)
. Traffic direction (incoming or outgoing)

Based on these conditions, traffic is either allowed or denied.

Using Ports To Identify Services

22— —>E|

Host A
Sends a request
directed to 200.0.0.1
and Dest. Port B0 1P Address
200.0.0.1

Internet
Server

In this example, Host A sends a request to a server on the Internet.
The Destination Port is set to BD, indicating a HTTP request

Using Ports To Identify Services
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Host A
Sends a request
directed to 200.0.0.1
and IP Address
200.0.0.1

Internet
Server

Host A sends another request to a server on the Internet.
The Destination Port is now set to 21, indicating a FTP request




Understanding The Source Port Field

Internet Server
Host A -
IF Address 10.0.0.1 IP Address 200.0.0.1

Request to EI
IP:200.0.0.1

Source Port 2500
Dest. Port B0

Internet Server
IP Address 200.0.0.1
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IP Address 10.0.0.1 Reply sent to
IP: 10.0.0.1

Source Port BOD
Dest. Port 2500

The Internet Server sends a reply to Host A. The Source Port and
Destination Port have now been reversed.

A cryptographic system protects data by transforming it into a
secure form.

. Plaintext: Original readable data
. Encryption Algorithm: Converts plaintext into ciphertext

. Key: Controls the encryption and decryption process

HELLO Al )
MyPassword123 s el 4alS sl (g pmall el

Key: 3




Encryption algorithms are used to secure data.

Types:
- Symmetric Encryption:
- One key for encryption and decryption
- Fast and efficient
- Example: AES, DES

Example:
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o Two keys (public and private)
- More secure for key exchange
- Example: RSA

Conclusion:

Firewalls protect networks, while cryptography protects data.
Both are fundamental pillars of information security.

https://www.qgeeksforgeeks.org/computer-networks/difference-
between-source-port-and-destination-port/
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