@)

YT —L Y

AL MUSTACBAL UNIVERSITY

J)

Department of Cyber Security

Subject: Access Control in Cloud Computing

Class: Third stage
Lecture: (6)

Lecturer: Msc :Najwan thaeer ali




Introduction

Access control in cloud computing refers to the set of security mechanisms used to
regulate and manage who can access cloud resources and what actions they are
permitted to perform. It ensures that only authorized users, applications, or systems

can access sensitive data, services, or infrastructure stored in the cloud.

Cloud access control typically involves two key processes: authentication and
authorization. Authentication verifies the identity of a user or system, usually
through methods such as usernames, passwords, multi-factor authentication, or
digital certificates. Authorization determines the level of access granted after
identity verification, specifying what operations a user can perform, such as viewing,

modifying, or deleting data.

In cloud environments, access control is essential because cloud resources are
accessed remotely over the internet and often shared among multiple users and
organizations. Therefore, cloud providers implement various access control models
such as Role-Based Access Control (RBAC) and Attribute-Based Access Control

(ABAC) to manage permissions efficiently.

What is Access Control?

Access Control is a security mechanism used to regulate and manage who can
access a system, resource, or data and what actions they are allowed to perform. It
ensures that only authorized users, applications, or processes can access specific

information or services within a computing environment.
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Components of Access Control

Access control systems consist of several key components that work together to
ensure that only authorized users can access specific resources and perform
permitted actions.

1. Authentication

Authentication is the process of verifying the identity of a user or system
attempting to access a resource. It ensures that the entity requesting access is
legitimate. Common authentication methods include usernames and passwords,
biometric verification, smart cards, and multi-factor authentication.

2. Authorization

Authorization determines what actions an authenticated user is allowed to perform.
After a user’s identity is verified, the system checks the permissions assigned to
that user and decides whether they can read, write, modify, or delete certain
resources.

3. Access Policies

Access policies define the rules that control how access decisions are made. These

policies specify which users or groups are allowed to access particular resources




and under what conditions. Policies may be based on roles, attributes, or
organizational rules.

4. Access Control Mechanisms

These are the technical methods used to enforce access policies within a system.
Examples include role-based access control (RBAC), attribute-based access control
(ABAC), and access control lists (ACLS).

5. Monitoring and Logging

Monitoring and logging track user activities and record access attempts. These logs
help administrators detect unauthorized access, investigate security incidents, and

ensure compliance with security policies.
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Types of Access Control

Access control systems use different models to manage and regulate
how users access resources. The main types of access control include the

following:




1. Discretionary Access Control (DAC)

Discretionary Access Control allows the owner of a resource (such as a
file or database) to decide who can access it and what permissions they
have. The owner can grant or revoke access to other users. This model is
flexible but may have security risks if permissions are not carefully

managed.
2. Mandatory Access Control (MAC)

Mandatory Access Control is a strict security model in which access
permissions are determined by a central authority based on security
classifications. Users cannot change these permissions. It is commonly
used in high-security environments such as government or military

systems.
3. Role-Based Access Control (RBAC)

Role-Based Access Control assigns permissions based on the roles of
users within an organization. Instead of assigning permissions to each
user individually, users are assigned roles (such as administrator,

manager, or employee), and each role has specific access rights. This

approach simplifies permission management.

4. Attribute-Based Access Control (ABAC)




Attribute-Based Access Control grants access based on various attributes
such as user identity, location, time of access, device type, or
department. It provides more flexible and dynamic access control

decisions compared to other models.

These access control models help organizations protect sensitive
information, enforce security policies, and manage user permissions

effectively.
Access Control in the Cloud

Access control in cloud computing refers to the mechanisms and policies
used to regulate who can access cloud resources, services, and data, and
what actions they are allowed to perform. Because cloud systems are
accessed through the internet and often shared among many users, strong
access control is essential to protect sensitive information and maintain

system security.
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Cloud access control typically relies on identity and access
management (IAM) systems that verify user identities and manage
permissions. The process usually begins with authentication, where the
system confirms the identity of a user through credentials such as
passwords, tokens, or multi-factor authentication. After authentication,
authorization determines the level of access granted to the user based

on predefined policies or roles.

In cloud environments, access control helps organizations manage
permissions across different services, applications, and infrastructure. It
ensures that users only access the resources necessary for their tasks,
reducing the risk of unauthorized access, data breaches, or misuse of

cloud resources.

Effective access control in the cloud improves data security, supports
regulatory compliance, and enables organizations to safely manage

users, applications, and services in distributed cloud environments.

1-Access Control in SaaS (Software as a Service)

Access control in Software as a Service (SaaS) refers to the
mechanisms used to manage and regulate user access to cloud-based
applications provided over the internet. In the SaaS model, the service
provider hosts and manages the application, while users access it

through web browsers or thin clients.




In this environment, access control ensures that only authorized users
can log in to the application and perform specific actions based on their
assigned permissions. The process typically involves authentication,
where users verify their identity using credentials such as usernames,
passwords, or multi-factor authentication, followed by authorization,
which determines the level of access granted to each user.

SaaS platforms often implement Role-Based Access Control (RBAC)
to assign permissions according to user roles, such as administrator,
manager, or standard user. This approach simplifies management by
allowing administrators to control access rights for groups of users
rather than configuring permissions individually.

Effective access control in SaaS helps protect sensitive data, maintain
privacy, and ensure that users can only access the features and

information necessary for their responsibilities within the application.

SaaS Access Control Models Explained
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2-Access Control in PaaS (Platform as a Service)

Access control in Platform as a Service (PaaS) refers to the methods
used to regulate who can access development platforms, tools, and
resources provided by a cloud provider. PaaS delivers a complete
development environment—including servers, storage, databases, and
development tools—over the cloud, enabling developers to build, test,

and deploy applications without managing the underlying infrastructure.
In PaaS, access control typically involves:

a-Authentication: Verifying the identity of developers,
administrators, and other users through credentials, multi-factor

authentication, or identity providers.

b-Authorization: Granting permissions based on roles or
responsibilities, such as developer, project manager, or admin, to

access specific tools, APls, databases, or services.

c-Role-Based Access Control (RBAC): Commonly used to simplify
management by assigning permissions to roles rather than individual

users.

d-API Security and Access Policies: Controlling which users or

applications can call platform APIs and access platform resources.




Effective access control in PaaS ensures that only authorized developers
and administrators can modify applications, access sensitive data, or
deploy services, helping maintain security, prevent accidental
misconfigurations, and protect intellectual property within the cloud

platform.

|| (=
—| |e=m PLATFORM
= AS A SERVICE
<>
HOSTING SECURITY
)
lll = s
PaasS \< ==
<> i
DATABASE SOFTWARE
(((g))
£ A —_ 4
NETWORK ACCESS OPERATING SYSTEM

Access Control in 1aaS (Infrastructure as a Service)

Access control in 1aaS focuses on managing and regulating access to
virtualized infrastructure resources, including virtual machines (VMs),
storage, networks, and other computing components provided by the

cloud provider. Since laasS gives users full control over the




infrastructure, effective access control is crucial to prevent unauthorized

access, data breaches, and misconfigurations.

Key elements include:

a-Authentication: Verifying the identity of users or systems
attempting to access laaS resources using credentials, multi-factor

authentication, or identity providers.

b-Authorization: Granting permissions that define which resources a
user can access and what actions they can perform, such as starting or

stopping VMs, modifying storage, or configuring networks.

c-ldentity and Access Management (IAM): Centralized system to

manage user accounts, roles, and permissions efficiently.

d-Role-Based and Policy-Based Access: Users are assigned roles
(e.g., admin, developer, operator) or policies that control access to

specific infrastructure components.

e-Logging and Monitoring: Tracks all access and activities to detect

unauthorized actions and ensure compliance with security policies.

Effective access control in laaS protects cloud infrastructure, ensures
secure operations, and enables organizations to safely manage

virtualized resources while minimizing security risks.




Challenges in Cloud Access Control

Implementing access control in cloud environments involves several
challenges due to the distributed, multi-tenant, and dynamic nature of
cloud services. One major challenge is data security risks, as sensitive
information is stored remotely in the cloud, which increases exposure to
unauthorized access or potential breaches. Ensuring secure access while
maintaining usability can be complex.

Another challenge is identity management complexity. Managing a
large number of users, roles, and permissions across multiple cloud
services can be difficult, especially when integrating with existing on-
premises identity systems.

The multi-tenant environment of cloud platforms adds another layer of
difficulty because resources are often shared among multiple users or
organizations. Proper isolation and access restrictions must be enforced

to prevent unauthorized cross-tenant access.




Misconfiguration issues are also common. Incorrectly configured
access policies or permissions can create security vulnerabilities, and
mismanaged roles or overly permissive policies increase the risk of
unauthorized access.

Cloud environments are dynamic and scalable, meaning frequent
changes in resources, users, and roles require continuous updates to
access control policies. Automated and adaptive access control
mechanisms are often necessary to maintain security in such
environments.

Finally, compliance and regulatory requirements pose a challenge.
Organizations must ensure their access control policies meet standards
such as GDPR, HIPAA, or ISO 27001. Auditing and monitoring user
access is necessary to demonstrate compliance and maintain
accountability.

Addressing these challenges effectively requires a combination of strong
authentication, fine-grained authorization, continuous monitoring, and

automated policy management.
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Tools for Cloud Access Control

In cloud environments, access control is managed using specialized tools
that help organizations enforce security policies, manage user identities,
and monitor access to resources. Identity and Access Management
(IAM) tools are central to this process, providing a unified platform to
authenticate users, assign roles, and define permissions. Most cloud
providers offer native IAM solutions, such as AWS IAM, Azure Active
Directory, and Google Cloud IAM, which integrate seamlessly with their
services and allow administrators to control access at a granular level. In
addition to native solutions, many organizations use third-party tools
like Okta and AuthO to provide single sign-on, multi-factor
authentication, and centralized user management across multiple cloud
platforms. These tools simplify access control, improve security, and

ensure compliance with organizational and regulatory policies.
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Best Practices for Cloud Access Control

Effective access control in cloud environments requires following
proven best practices to minimize security risks and ensure proper
management of resources. One fundamental principle is the least
privilege approach, where users are granted only the minimum
permissions necessary to perform their tasks, reducing the potential
impact of compromised accounts. Implementing multi-factor
authentication (MFA) adds an additional layer of security, making
unauthorized access more difficult even if credentials are stolen.
Regularly reviewing and updating user permissions is essential to
reflect changes in roles, responsibilities, or organizational structure,

preventing accumulation of unnecessary access rights. Additionally,




monitoring and logging access activities helps detect suspicious
behavior, investigate incidents, and maintain compliance with security
policies and regulatory requirements. Following these best practices
strengthens cloud security and ensures that access control mechanisms
remain effective over time.

Future Trends in Cloud Access Control

Cloud access control is evolving rapidly to meet the demands of
dynamic, distributed, and multi-tenant environments. One major trend is
the adoption of Zero Trust Architecture, which assumes that no user or
device is inherently trusted and continuously verifies identity and
permissions before granting access. Al-driven access management is
also emerging, using machine learning to detect unusual access patterns,
automate risk assessments, and enforce adaptive policies. Adaptive and
context-aware access control allows systems to adjust permissions
based on factors such as user location, device, time, or behavior,
providing more flexible and secure access. Finally, automation of
policy enforcement is becoming increasingly important, enabling
organizations to apply consistent access rules across large-scale cloud
environments efficiently while reducing human errors. These trends aim
to improve security, simplify management, and support compliance in
modern cloud infrastructures.

In conclusion, understanding the applications of access control, its
challenges, and best practices is a fundamental step toward a secure and

reliable cloud environment.




