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ALGORITHMS e 6+ 18
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RSA, - Other Public-
Key Algorithms,
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AUTHENTICATION
PROTOCOLS,
-Authentication Based
on a Shared Secret Key,
-Establishing a Shared
Key: The Diffie -
Hellman Key Exchange,
-Authentication Using a
Key Distribution Center,
-Authentication Using
Kerberos,
Authentication Using -
Public-Key
Cryptography,
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OSI security
Architecture , a model
for network security,
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PGP—Pretty Good -

Privacy, SIMIME
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Protocols of computer
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PROTECTION
SERVICES:

+ OS protection service:
protected objects and
methods of OS
protection, security of
OS, memory and
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fence protection
« Database protection
service:
Network protection
service: IP and E-
Commerce protection,
VPN and next
generation networks
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William Stallings, Cryptography and Network
Security; Principals and Practice, 7rd Ed. 2017.
e Behrouz A. Forouzan, Cryptography and
Network Security, McGraw-Hill Int. Ed. 2008.
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1. William Stallings, Cryptography and
Network Security; Principals and Practice, 7rd
Ed. 2017.

2. Matt Bishop, Computer Security: Art and
Science, Addison Wesley Professional
Copyright: 2003, ISBN: 0-201-44099-7

3. Schneier, Bruce, Secrets and Lies : Digital
Security in a Network World, John Wiley &
Sons, 2000. ISBN 0-471-25311-1

4. Charlie Kaufman, Radia Perlman, Mike
Speciner: Network Security - private
communication in a public world, 2nd Ed.,
Prentice Hall, 2002.

Newman, Robert C: Enterprise Security, 1st ed.,
Prentice Hall, 2003.
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Course Description Form

13. Course Name:

Security of Computer and Networks

14. Course Code:

CTE 414




15. Semester / Year:

Yearly

16. Description Preparation Date:

1.05.2024

17.Available Attendance Forms:

Only Attendance

18.Number of Credit Hours (Total) / Number of Units (Total)

Theoretical / 2 practical / 2 comprehensive / 4 units / 3

19. Course administrator's name (mention all, if more than one name)

Name: Asaad Nayyef
Email: Asaad.Abdulrahman.Nayyef@uomus.edu.iq

20. Course Obijectives

Course Objectives | 1. Understand computer and network security principles.
2. Identify and assess security threats and vulnerabilities.
3. Implement effective security measures.

4. Apply cryptographic techniques for data protection.

5. Stay updated with emerging security trends.

21. Teaching and Learning Strategies

Strategy | This course will give an introduction to the field of cryptography. It will cover the following topics: class
cipher systems, symmetric cipher systems, block ciphers, public key systems and other related topics.

22. Course Structure

Week Hours | Requir | Unit or subject name Learning Evaluation
e method method
Learni
ng
Outco
mes
A 1,2 Introduction, Symmetric Ciphers model: | Theoretical
2rta5325.+ ° plaintext, encryption algorithm, secret | + practical
1 key, cipher text, decryption algorithm, A . L
. . Discussion in class
2 Model of conventional encryption.
3 Cryptogt_’aphy, Cryptanalysis, block and
stream cipher
2theory + |2 Caeser Cipher The affine Cipher Theoretical | Discussion in class
4 2 practical + practical




5 4 theory +4 |6 Mono alphabetic substitution ciphers Shift ciphers Theoretical Discussion in class
6 practical + practical
2theory +2 |6 Hill cipher Theoretical .
7 practical + practical quiz
4 theory +4 |6,7 Playfair cipher Theoretical .
8 practical + practical | 94"
2theory +2 |8 Polyalphabetic ciphers Vigenere cipher Theoretical
9 practical + practica| Exam
10 4 theory +4 18,9 The Transposition cipher Theoretical | Discussion in class
practical + practical
11 2 theory +2 |10 Affine cipher Theoretical | Discussion in class
practical + practical
2 theory +2 |11 One time pad Theoretical .
12 practical + practical | 4"
13 6 theory +6 |8,9,10,1 | Cryptanalysis of a Symmetric key Theoretical
practical 1 i ]
14 + practical quiz
15
2theory +2 [13,14,1 | Euclid’s Algorithm Theoretical
16 practical |5 + practical exam
17 6 theory +6 |16 SYMMETRIC-KEY ALGORITHMS Theoretical | Discussion in class
practical -DES—The Data Encryption Standard, hers + practical
18 -16 round Feistel system
19
20 4 theory +4 |16 -RSA, PUBLIC-KEY ALGORITHMS, | Theoretical | Discussion in class
21 practical - Other Public-Key Algorithms, + practical
8 theory +8 17,18 AUTHENTICATION PROTOCOLS, Theoretical | exam
practical -Authentication Based on a Shared Secret | + practical
- - Key’ - -
22 -Establishing a Shared Key: The Diffie -
23 Hellman Key Exchange,
24 -Authentication Using a Key Distribution
25 Center,
-Authentication Using Kerberos,
Authentication Using Public-Key -
Cryptography
26 4 theqry|+ 4122 OSI security Architecture , a model for Theoretical
practica network security, EMAIL SECURITY +practical | quiz
27 PGP—Pretty Good Privacy, SIMIME-
6 theory + 6 |26 Protocols of computer networks Theoretical
practical PROTECTION SERVICES: + practical
28 « OS protection service: protected objects
29 and methods of OS protection, security of exam
30 OS, memory and addressing protection,

fence protection
« Database protection service:




Network protection service: IP and E-
Commerce protection, VPN and next
generation networks protection

23. Course Evaluation

Distributing the score out of 100 according to the tasks assigned to the student such as daily preparation,
daily oral, monthly, or written exams, reports .... etc

24. Learning and Teaching Resources

juired textbooks (curricular books, if

any)

Main references (sources)

e William Stallings, Cryptography and Network
Security; Principals and Practice, 7rd Ed. 2017.

e Behrouz A. Forouzan, Cryptography and Network
Security, McGraw-Hill Int. Ed. 2008.

Recommended books and references

(scientific journals, reports...)

1. William Stallings, Cryptography and Network
Security; Principals and Practice, 7rd Ed. 2017.

2. Matt Bishop, Computer Security: Art and Science,
Addison Wesley Professional Copyright: 2003, ISBN: 0-
201-44099-7

3. Schneier, Bruce, Secrets and Lies : Digital Security
in a Network World, John Wiley & Sons, 2000. ISBN 0-
471-25311-1

4. Charlie Kaufman, Radia Perlman, Mike Speciner:
Network Security - private communication in a public
world, 2nd Ed., Prentice Hall, 2002.

Newman, Robert C: Enterprise Security, 1st ed., Prentice
Hall, 2003.

Electronic References, Websites

http://williamstallings.com/Crypto/Crypto4e.html




